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INTRODUCTION

A VPN (Virtual Private Network) is a method for securely connecting two devices together on a single network
across the internet. Packets from one device are encrypted and then sent over the network to the second device,
where the packets are decrypted and read. As a result, both devices appear to be on the same network with each
other and can communicate as is they were both plugged into the same router.

This guide will explain how to configure a Windows-based PPTP Host, using an eSAM Modem as the internet
gateway. It will also explain how to configure a separate eSAM to act as a client for the Windows PPTP Host.

{Public 1P)

Internet

PPTP Client PPTP Server

While this is specifically geared towards a Windows PPTP VPN, many other VPN configurations are possible
using the eSAM. This guide can be thought of as an introduction to VPN’s on the eSAM generally.
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HOST CONFIGURATION

First, we will configure the eSAM Modem we will use to connect the PPTP Host to the internet.

1. Connect the Windows PPTP Server to your modem, and then use your web browser to open the Modem’s
web interface. Out of the box, this is accessible on port 192.168.1.1

Insert your SIM, and check that your ISP has provided you with a public IP Address. A Public IP Address is an
IP Address that is visible from the internet. It is necessary for your PPTP Server to have a public IP Address,
so Clients will be able to find it over the Internet.

Public IP Addresses are any addresses that are not in any of the following ranges:

10.X.X.X
192.x.X.X

It is not required for clients to have a Public IP Address, only the Host needs to have one.

modem

Modem Select 0
Up Time 2466 seconds
LAN Modem Status connected
Metwork Type LTE
WAN Signal "‘“‘(31)
WLAN IP Address 120,157.100.168 E
SIM Status ready
SIM ICCID 839610185001917598063
N SIM IMSI 505013506992663
LAC 12447
Applications CELLID 135911169

If your eSAM Modem does not have a public IP Address, or if it is unable to connect to the ISP please ensure you
have entered the correct APN under the Network > Modem window.

2. Once you have confirmed that your eSAM is accessible over the internet, you must now configure the port
forwarding. Port Forwarding specifies to the Modem where it should send packets when they arrive from the
Internet. In this case, we want to route packets related to hosting VPN’s to your Windows Machine, as it will
be responsible for running the PPTP Host.

To configure port forwarding, select the Forward > NAT Screen
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MASQ

Interface

| modem

=
[Wo---B

SNAT

ool | onmaladiress | _onomalvorr_|___miaoping adaress___]_wappng port_]_operaton_]|

DNAT

Orinal Adiress

Press ‘Add’ to enter a new Port Forwarding rule.

Basic Settings

MAT Type

Protocol

Qriginal Address Type

Interface
Original Port
Mapping Address

Mapping Port

We need to add a new port forwarding rule for each Port we wish to forward. For PPTP, there are two ports

we need to forward:

[ all I modem I I 192.168.2.147 I B ]
2
& DNAT ' SMAT ') MASQ

interface ¥

| 1-65535 or [1-65535]

| * eg, 192.168.0.1

| 1-65535 or [1-65535]

Port Number Protocol
1723 TCP
47 UDP

For both rules, we want to leave the other options set as follows:

Field Name Value
Original Address Type Interface
Interface Modem

Mapping Address

IP Address of the PPTP Host Computer

Please note the IP Address of your computer using the ipconfig command, or similar.
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Once all are entered, your NAT Screen should have the following rules:

MASQ
Toertace
| = ]
SMHAT

| Original Address Original Port Mapping Address Mapping Port |

DMAT

Original Address Original Port Mapping Address Mapping Port

| tcn I modem | 47 I 192.168.2.147 I 47 | -- B
[ wp || modem I 1723 || 192.168.2.147 I 723 || B |

=X

Note: Mapping Address will be set to the PPTP Host’s LAN IP Address. For troubleshooting purposes, it may
sometimes be useful to forward all ports. In this case, leave the Original and Mapping Port options blank.
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3. Now that the PPTP host is visible from the internet, we can enable the PPTP Host functionality within
windows.

Open the Windows Settings Window

n

Microsoft Store

Partly Sunny

E| ASUS Battery Health Charging 160 127°

ASUS GIFTBOX
Canberra

susi ASUS Product Registration

o=

O

Blend for Visual Studio 2017

£ frype here to search
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System
Display, notifications,
power

Apps
Uninstall, defaults, optional
features

O

Cortana
Cortana language,
permissions, notifications
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Under settings, select the ‘Network & Internet’ Option

Windows Settings

| |:| 1d a setting

Devices
Bluetooth, printers, mouse

2

Accounts
Your accounts, email, sync,
work, other people

)

Privacy
Lecation, camera

]

Phane
Link your Android, iPhone

AT
Time & Language
Speech, region, date

N
R_/
Update & Security

Windows Update, recovery,
backup

Pa AN

Network & Internet
Wi-Fi, airplane mode, VPN

®

Gaming
Game bar, DVR,
broadcasting, Game Mode

From the Network and Internet Screen, select ‘Change adapter options’

Change your network settings

@ Change adapter options

View network adapters and change connection settings.

G =

Personalization
Background, lock screen,
colors

-
1 1-»
A
-
Ease of Access
Narrator, magnifier, high
contrast
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Press the ‘Alt’ key to open the file menu, then select File > New Incoming Connection

E' Metwaork Connections

BB it view Advanced Tools

Connect

Status

Diagnose

Mew Incoming Connecticn...
Create Copy

Create chortcut

Delete

Rename

Properties

Cloze

YK E-'F » Control Panel » Metwork and Internet 3 Metwork Connections

A

W

Ethernet 3
Dizabled

@2 TAP Adapter OAS NDIS 6.0

SonicWALL VPN Connection
Dizabled

W SonicWALL Virtual NIC

L¥ Allow connections to this computer
Who may connect to this computer?

netwark,

User accounts on this computer:

Select the check box next to a name to allow that person access to this computer and

O Q Administrator
O Q DefaultAccount
O Q Guest

L$ James

85 jw
O ¥ WDAGUtilityAccount

Add someone..

Account Properties

Cancel

Select the users you wish to be able to connect to the VPN. Whenever an outside client connects to the VPN
Host, it must use this users login details to connect to the Host Machine.

If you don’t want to use a pre-existing login, you can add a new user using the ‘Add someone’ option.



uira @SAM

& ®Y Allow connections to this computer

How will people connect?

Threugh the Internet

Another computer can connect to this one using a virtual private network (VPN
connection.

Leave the ‘Through the Internet’ option enabled and press Next.

€ E¥ Allow connections to this computer

Networking software allows this computer to accept connections from other
kinds of computers

Select the check box next to each type of networking software that should be enabled for
incoming connections,

Metworking software:
T Internet Protocol Version 4 (TCP/IPv4)

O Internet Protocol Version & (TCR/IPvE)
File and Printer Sharing for Microsoft Networks
o5 Packet Scheduler

Install... Uninstall Properties

Description:

Transmissicn Control Protocol/Internet Protocol. The default wide area network protocol
that provides communication across diverse interconnected networks,

Allow access Cancel

Select the ‘Internet Protocol Version 4 (TCP/IPv4) option, and press properties
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Incoming IP Properties >

Metwork access

Allow callers to access my local area network

IP address assignment

() Assign IP addresses automatically using DHCP
(®) Spedfy IP addresses

From: | .0 .0 .1 |

Tor 0.0 .0 .3 |

Total; |§

[ ] Allow calling computer to specfy its own IP address

Cancel

Choose ‘Specify IP addresses’ and enter a suitable range of addresses. This will cause the Windows PPTP
Host to assign an IP Address to each Client that connects to it.

Press OK once configured, then ‘Allow Access’.

This should add an ‘Incoming Connections’ Icon to the network adapter screen. This confirms that your PPTP Host is
now enabled.

&' Incoming Connections
B Mo clients connected

If you want to verify the host configuration before continuing, you can connect to the Windows PPTP Host using either
an Android phone, iPhone or another Windows Computer.
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CLIENT CONFIGURATION

Connect a second eSAM Module to the device you want available over the VPN. This eSAM does not need to
have a public IP Address — as long as it has internet connectivity, it should suffice.

1. Log into the web interface for the Client eSAM. By default, this can be done through your web browser by
connecting to IP 192.168.1.1

"Intercel

Router SN AUOHH00073
Hardware Version vi1

Software Version V1.0.0_180208

Open the VPN > VPDN Screen
(344

intercel

go anywhere communication and data transfer

Network
Applications

VPN

2. Press the ‘add’ button to configure a new VPN

—
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| Max length is 64 [N

Interface Name

Server IP or Domain

m

| test i

192.168.2.147 i interc

s ] e |

3. On this screen, select ‘pptp’ as protocol type and then enter your Publicly accessible PPTP Server IP
Address in the ‘Server IP or Domain’ Field. Enter the username and password for a valid user on the

PPTP Host.

VPDN Service

Basic Settings

Interface Name
Protocol

Server IP or Domain
Username

Password

Advanced Settings

Enable JDisable |

|tn.=-_5t

| * Max length is &

192.168.2.147

| * Max length is 64

|intercel'~rpn2

| Max length is 64

| Max length is 64

Press ‘Display’ for the Advanced Settings option and then enter the settings as shown below:
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Authentication

CHaP ®' Megotiation Dizable
PAP *' Negaotiation Disable
MS-CHAP *' Megotiation Disable
M52-CHAP ® Negotiation Dizable
EAP *' Negaotiation Disable
Compress
Compression Control Protocol ® Require Disable
Address/Control Compression * Require Disable
Protocol Field Compression *' Require Disable
W1 TCP/IP Header Compress * Require Disable
Connection-ID Compression *' Require Disable
More
Diebug * Enable Disable
Peer's DNS *' Enable Disable
LCF Interval 30 1-512 5
LCP Retry 5 1-512 times
MTU 1258-15384 B
MRU 128-16384 B
Local 1P eg. 192.168.8.1
Remote IP ed. 152.168.8.254

Professional

nomppe: Disable Microsoft Point to Point Encryption. mppe required
mppe reguired: Enable Stateful Microsoft Point to Point Encryption. mppe stateless
mppe stateless: Enable Stateless Microsoft Point to Point Encryption.

nodeflate: Disable Deflate compression entirely.

nobsdcomp: Disables BESD-Compress compression,

default-asyncmap: Disable asyncmap negotiation,

Note: mmpe required and mppe stateless are both required for a Windows Host. Other hosts may have
different settings requirements.
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4. Save the settings for your PPTP Client and enable the VPN Service. You should now have a single VPN
Connection on your VPDN Screen

Tunnel secrets [ vexlengthis o+ B
[ tefaceName ]
test Pt 192,168.2.147 intercelvpn o] [ Del = [En |-

o T e

Press ‘View’ to view the state of your VPN.

Provided everything is configured correctly, your VPN should show as connected and the VPN will now be
available as an interface on the router.

Interface Mame test

Status connected
Protocol pptp

Local IP Address 192.168.10.49
Remote IP 192.168.10.10

Basic Settings

MAT Type '® DNAT ' ¢
Protocol
Original Address Type
Interface bri v
bro -
COriginal Part modam B
. ethi -
Mapping Address ethi :
Mapping Port vpdnhdwh

vpdntest

You can now forward traffic from this port as you can with any other network interface.
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In this case, we wish to forward traffic arriving from the VPN to the relevant device on the client side of the
network. Typically, this would be a PLC or other piece of industrial equipment.

Basic Settings

MAT Type

Protocol

Criginal Address Type
Interface

Original Port

Mapping Address

Mapping Port

® DNAT SMAT MASQ

al

interface ¥

vpdntest ¥

30 1-65535 or [1-65535]
192.168.8.120 * gg. 192.168.0.1

a0 1-65535 or [1-65535)
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